WHO®OPMALMOHHAS MAMSITKA
JJ1S1 OBYUAIOLIUXCS
151 PASMELLIEHUS HA
OPUIIUATBHBIX
UHTEPHET-PECYPCAX

C kaxapIM TOJI0M MOJIOJIC)KHA B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, & IKOJLHUKHA OJTHU
U3 CcaMbIX AaKTUBHBIX I[OJb30Bareicii PyHera. Mexay TeM, TOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBbl. JTa MaMATKA JOJDKHA TTIOMOYb
TeOe 0e30IacHO HAXOAUTLCS B CETH.

KoMnbroTepHbie BUPYCHI

KommbrotepHbplli  BHpYC - 93TO Pa3HOBUJIHOCTH KOMIBIOTEPHBIX IPOTpaMM,
OTJIUYUTENIbHON OCOOEHHOCTBHIO KOTOPOM SIBIISETCA CIOCOOHOCTh K pa3MHOXeHUuio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOT'YT MIOBPEAUTh WJIU MOJTHOCTBIO YHHUTOXHUTH BCe (paiiiibl
U JIaHHbIE, TOJAKOHTPOJIbHBIC II0JIb30BATENI0, OT HMMEHH KOTOpPOro ObuLIa 3aIyleHa
3apa)k€HHasi MporpamMMma, a TakKe MOBPEAUTh WIM JaK€ YHUUYTOXHUTH OMNEPAMOHHYIO
cucteMy co BceMu ¢aimamMu B 1eJoM. B OOJBIIMHCTBE CllydaeB paclpOCTPAHSIOTCA
BUPYCHI Uepe3 UHTEPHET.

MGTO,IILI 3alIUTBI OT BpCAOHOCHBIX IIPpOIrpaMM:

1. Wcnonb3yii COBpEMEHHBIE OIEPALMOHHBIE CUCTEMBI, HWMEIOIIME CEPbE3HBIN
YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX MTPOTrPaAMM;

2. [loctositHHO ycTaHaBnuBail a4yt (IUGPOBBIEC 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCS C IENbI0 JOpPabOTKH MPOTpaMMbl) M JIpyrue OOHOBIEHHUS CBOCH
orepannoHHoOM cuctembl. CkauynBail WX TOJBKO ¢ oummanbHoro caiita pazpadborunka OC.
Ecnu cymecTByeT pexuM aBTOMAaTUYECKOT0 OOHOBIICHHUS, BKIIIOYH €T0;

3. PaGotali Ha CcBOeM KOMIIBIOTEpPE IO TpaBaMH IMOJB30OBATENs, a He
aIMUHHUCTpATOpa. OTO HE TMO3BOJUT  OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm

HHCTAJUIMPOBATHCA HAa TBOCM IICPCOHAJIbHOM KOMIIBIOTCPC,

4. Vcrionp3yil aHTUBUPYCHBIE MPOIPAMMHBIE IMPOAYKTHI U3BECTHBIX TPOU3BOAUTENIECH,
C aBTOMAaTHYEeCKUM OOHOBIIEHUEM 0as3;

5. OrpaHudb PU3NYECKUM TOCTYI K KOMIBIOTEPY AJIsl IOCTOPOHHUX JIUII;



6. lcrionb3yil BHEIIHME HOCUTENN MH(OPMAIUK, TaKhe Kak (hemiKa, TUCK Wi Qaiin
U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbIBail KOMIbIOTEpHBIE (DANIIBI, TOIYYEHHBIE U3 HEHAJEAKHBIX UCTOYHUKOB.
Haxe Te (aiinpl, KOTOpble MpUCIaNl TBOW 3HAKOMBIH. Jlydille yTOYHH y HEro, OTIpaBIIsii
JM OH Te0e ux.

Ceru WI-FI

Wi-Fi - 970 He Buj mepenaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEH, MapKa.
Eme B 1991 rony Hunmepnanackass kommaHusi 3apeructpupoBana Openn "WECA", uto
obo3nayano  cioBocoueranue “Wireless Fidelity”, xoropelii mepeBOIUTCS — Kak
"OecrpoBOIHAS TOYHOCTH'".

Jlo Hamiero BpeMEeHH JoluIa Jpyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHojoruerd. 1o ab6peBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO 1aHO C HAMEKOM Ha
CTaHIapT BbIcmIeH 3BYKOBOW TexHWku Hi-Fi, uro B mepeBome o3HadaeT "BBICOKAs
TOYHOCTD .

Jla, OecIIaTHBINA HHTEPHET-AOCTYI B Kade, OTENAX U adpOIopTax ABISETCS OTINIHOM
BO3MOYKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOIHE SKCIEPTHI CUUTAIOT, YTO OOIIEIOCTYITHEIE
Wi-Fi ceTu He SBISIOTCS O€30ITACHBIMHM.

CoBeThl 110 0€30MacHOCTH paboThI B 001e10CTYIHBIX ceTssx Wi-fi:

1. He nepenaBaii cBoro auunyio umHpOpMaimio depe3 odmenoctymasie Wi-Fi cern.
Pabotas B HUX, JKeJIaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JJOTHHBI M KaKHE-TO HOMEPa;

2. Ucrionb3yii 1 OOHOBJISI aHTUBUPYCHBIE IIPOTpaMMbl U OpaHaMayep. Tem caMbIM ThI
o0e3ormacuilb ce0si 0T3aKayKu BUPYyca Ha TBOE YCTPOMCTBO;

3.Ilpu ucnonwzoBanuu Wi-Fi otkmoun dynknuio "OOmui moctyn K ¢ainam u
npuHTepaMm". JlanHas (QyHKOHMS 3aKpeiTa 1O YMOJYAHUIO, OJIHAKO HEKOTOPHIC
MOJIb30BATENI aKTUBUPYIOT €€ JIJIsl yI0OCTBA UCIIOJIb30BaHUS B paboTe min y4eoe;

4. He ucnonw3yii nyonuunsiii WI-FI niig nepenauu JUYHBIX TaHHBIX, HAIpUMEp s
BBIXO/Ia B COLIMAJIbHBIE CETH WJIM B JJIEKTPOHHYIO NIOYTY;

5. Ucnonb3yi Toabko 3amuineHHoe coequnenue yepe3 HTTPS, a ne HTTP, T1.e. npu
Habope BeO-aapeca BBoau uMenHo "https://";

6. B moOwibHOM Tenedone orkmoun QyHkmuoo "Tlogkmoyernne k- WI-Fi
aBToMatndecku". He joryckaii aBTOMaTHUECKOTO TOIKIIOUYCHUs ycTpoiicTBa K cetssM Wi-



Fi 6e3 TBOEro coriacus.

ConmajibHbBIC CeTH

CouuanbHble CETH aKTUBHO BXOAST B HAIly KW3Hb, MHOTHE JTIOJIU pabOTAIOT U )KUBYT
TaM MOCTOsIHHO, a B Facebook yxxe 3apeructpupoBaH MUIUIHAp] YEJIOBEK, UYTO SIBIISETCS
OJIHOM CE€IbMOM BCEX JKUTEJICM IIaHeThbl. MHOrme mnoJib30BaTelId HE IOHMMAIOT, YTO
uHdopMalusi, pasMelieHHas HUMH B COIMAJBHBIX CETAX, MOXET OBbITh HalJleHa W
UCITIOJIb30BaHa K€M YT'OJIHO, B TOM YHUCJIE HE 0053aTeJIbHO ¢ OJJaruMy HAMEPECHUSIMU.

OCHOBHBIE COBETHI IO OE€30MMACHOCTH B CONHAJIBbHBIX CCTAX:

1. Orpanuysb CUCOK Jipy3eil. Y Te0s B APy3bsiX HE IOJDKHO OBITh CIyYailHBIX U
HE3HAKOMBIX JIFO/IEH;

2. 3amuiiai cBOI YacTHYIO ku3Hb. He ykaswiBail maposu, tenedoHsl, ajpeca, nary
TBOETO0 POXJICHUS U JAPYTYyHO JIMYHYH HWHGOPMAIKMIO. 3J0YMBIIUICHHUKH MOTYT
UCIIOJIB30BaTh Jaxxe MH(POPMAIHUIO O TOM, KaK Thl U TBOM POJUTENH TUIAHUPYETE MPOBECTU
KaHHUKYJIbL;

3. 3amminan CBOIO pPemyTalHrio - JEepPKU €€ B UUCTOTE M 3ajjaBail cebe BOIpOC: XOTel
OBl ThI, YTOOBI pYrHe MOJI30BATENIM BHUJIETHU, UYTO ThI 3arpyxaemb? [logymaii, mpexnie
YeM YTO-TO OIyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPUILIB C JIFOAbMH, KOTOPBIX HE 3HACLIb, HE UCIIOJIb3YH CBOE PEAIIbHOE
UMS U APYTYIO TUYHYIO HHPOPMAIIMH: UM, MECTO KUTEJIbCTBA, MECTO YUeObl U IIpoYee;

5. 36erait pasmenienus gororpaduii B HTEpHETE, T/A€ TH M300paKEeH Ha
MECTHOCTH, TI0O KOTOPO MO>KHO



OIpCACIINTb TBOC MCCTOITOJIOKCHHUC,

6. [Ipu peructpanuu B COIMATBFHOW CETH HEOOXOJUMO HCHOIB30BATh CIOXKHBIC
MapoJI, COCTOSIIME U3 OYKB U U(P U C KOJIUYECTBOM 3HAKOB HE MeHee 8;

7. A1 colMalbHOM CeTH, MOYTHl U JAPYrUX CaWTOB HEOOXOAUMO HCIOJIb30BaTh
pasHble mapoiu. Torga eciau TeOsl B3JIOMAaOT, TO 3JOYMBIIUIEHHUKH MOJIy4yaT JOCTYI
TOJIBKO K OJJHOMY MECTY, & HE BO BCE Cpasy.

JJIeKTPOHHBbIE eHbI'H

DNEeKTPOHHBIE JICHBIH - 3TO OYEHb yJIOOHBIN CIOCO0 TUIATEXKEH, OTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TU JCHBIU.

SHGKTpOHHBIe JACHBI'M ITOABHUJINCH COBCEM HCAABHO U MMCHHO H3-3a 3TOI'O BO MHOT'HUX
rocyaapCrBax a0 CUx Iop HC IIPOIHUCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHM (QYHKUMOHUPYIOT U O HUX YXKe IMPOMHCAHO B 3aKOHE, TJe HX
pa3nessaioT Ha HECKOJbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHbIE. Pa3HuIla B TOM, 4YTO
AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJUTh onepauu 6e3 uaeHTudukanuu
MOJIb30BAaTeNsl, & B HEAHOHUMHBIX UACHTU(DUKAIUS TTOJIb30BaTENs SBISETCS 00I3aTEIbHOM.

Taxxe cienyeT pa3nuuath dJIEKTPOHHBIE (PHAaTHBIE AEHBIH (PAaBHBI TOCYAAPCTBEHHBIM
BaJIOTaM) U 3JIEKTPOHHBIE HEPUATHBIE JEHBI'H (HE PABHBI TOCYIAPCTBEHHBIM BaIOTaM).

OcHOBHBIE COBETHI MO 6€30MacHO paboTe C AMEKTPOHHBIMU JICHbIAMU:

1. [lpuBsixu K c4eTy MOOUIIBHBIN TenedoH. DTO caMblii YAOOHBIN U OBICTPHIN CIIOCO0
BOCCTaHOBHUTH JOCTYyN K cuery. [IpuBsi3anHbIil TenedoH MOMOXKET, eciid 3a0yaenib CBOH
IJIATEKHBIM ApPOJIb WM 3alUJCIIb Ha CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnione3yii ogHopazoBeie naponu. llocne nepexona Ha yCUIIEHHYIO aBTOPU3ALUIO
TeOe yxe He OyeT yrpoKaTh OMMACHOCTh KPaKH WIIH MEepeXBaTa TUIATeKHOTO TapoJis;

3. Beitbepu cnoxusiii maponb. [Ipectymamkam OyaeT HE MPOCTO YraaaTh CIIOKHBIN
naponbs. HapexHble maponu - 3TO Napoyiv, KOTOPBIE COAEPkKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B CceOsl CTPOUYHBIC W TMPOMHCHBIE OYKBBI, MU(PPHI W HECKOIBKO CHUMBOJOB,
TaKue KakK 3HaK Jojuiapa, (pyHTa, BOCKIMIATENbHBIN 3HAK W T.N. Hampumep,
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4. He BBOIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSEIIIb.
JJIeKTPOHHAS MOYTA

DJNEKTPOHHAS I0YTA - 3TO TEXHOJIOTUS U IIPEAOCTABISIEMBIE €10 YCIIYTH 110 MEPECHUIKE
U TOJYYEHHUIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOPbIE PACTIPEAENSIIOTCS B KOMIBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBIM MOYTOBBIM SIIMK BBIMJISIUT CIEAYIOLUM 00pa3oM:
UMS_TI0JIb30BaTENsA(@UMS_JIoMeHa. Takxke Kpome Meperayd MpPOCTOro TEeKCTa, UMEETCs
BO3MOXKHOCTD IepeaaBaTh (Haisbl.

OCHOBHBIE COBETHI 10 OE30MACHON pabOTE C IIEKTPOHHON MOYTOMN:
1. Hamo BbIOpaTh mpaBUIIbHBIA MOYTOBBIA cepBUC. B WHTEpHETE €CTh OTrpOMHBIN
BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO Jy4lle TOBEPSITh TEM, KOTO 3HACUIb U

KTO IIEPBBIN B PEUTHUHIE;

2. He yka3piBail B nu4HOW moure auuHylo uHbopmanuio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbINA_(haHaT@" umu "pok2013" Bmecto "temal3";

3. Ucmonp3yii BYXATalHYK aBTOPU3AIMIO. DJTO KOrJa IOMHMO Tapoiisl HYXHO
BBOJIUTH KOJI, MpUChIIaeMbIit 10 SMS;

4. Beibepu CJIOXKHBIN 11apoiib. JJIsl KaKI0T0 TOYTOBOTO SIIITUKA TOKEH ObITh CBOM
HAJICKHBI, YCTOMUYUBBIA K



B3JIOMY I1apOJib;

5. Eciii ecTh BO3MOKHOCTh HANIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MOXHOCTB;

6. MICrionb3yil HECKOJIBKO IMOYTOBBIX SAIIUMKOB. IIepBBIM JIsI 4aCTHOM NEPENUCKU C
agpecaTaMy, KOTOPBIM Thl JIOBEpSAEIIb. DTO 3JEKTPOHHBIN aJpec HE HAJ0 HCIOJb30BaTh

IpU perucTpanuu Ha Gopymax U carax;

7. He oTkpbiBail aiiiasl U Jpyrue BIOKEHUS B MUChbMAaX, JTaXKe €CJIM OHU MPUIILIA OT
TBOUX JIpy3eil. Jlydie yTouHU y HUX, OTIIPABIISIA JIU OHU TeOe ATH (hailiibl;

8. [loce okoHuaHus pabOThl HA TMOYTOBOM CEPBHUCE MEpEH 3aKPHITUEM BKIAIKU C
caiiToM He 3a0yp HaxkaTbHa "BeiidTi".

Kn6epOyJsiMHT WM BUPTYaJIbHOE U31€BATEIHCTBO

KubGepOymumHr - mpeciieoBaHUE COOOLIEHUSIMU, COAEPKAUIUMU  OCKOPOJIEHUS,
arpeccuro, 3alyruBaHue; XYyJUTAaHCTBO; COLMAIbHOE OOWKOTHUPOBAHUE C IMOMOIIBIO
Pa3ITUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pKOE ¢ KUOESPOYIITUHTOM:

1. He 6pocaiics B 60ii. Jlyummuii crmoco6: mocoBeTOBaThCS Kak ce0s BECTU |, €CIIM HET
TOT0, K KOMY MOKHO OOpaTHThCS, TO BHavalle yCIIOKOUThCA. Eciau Thl HauHel b oTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJBKO €I1le OOJIbIIe Pa30kKKeITh KOH(IHKT;

2. YrpaBisiii cBoel KubepperyTaluei;

3. AHOHUMHOCTh B CETH MHHUMas. CYHIGCTBYIOT CITOCOOBI BBIICHUTDH, KTO CTOUT 3a
AHOHMMHBIM aKKayYHTOM;

4. He cTouT BecTH XyJaWTaHCKUW 00pa3 BUPTyalnbHOU ku3HU. VHTEpHET PuKCHUpyeT
BCE TBOM JICCTBUA U COXPAHSET UX. Y JAJTUTh UX OYyJIEeT KpailHe 3aTpyAHUTEIbHO;

5. Co0uro/1ai CBOIO BUPTYAIBHYIO YECTh CMOJIOAY;

6. UrHopupyil eaumHuuHbIl HeraTuB. OQHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiile irHOpupoBaTh. OOBIYHO arpeccusi MpeKkpailaeTcs Ha HayaabHOUM CTaiuu;



7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIICHUSIMHU, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTb OJIOKMPOBKM OTIPAaBKU COOOLIEHUM C
OTpPEJICIICHHBIX a/IPECOB;

8. Ecnin Thl cBugerens KuOepOyuimHra. TBOM JIEWCTBUS: BBICTYNUTh TMPOTHB
MIpECIEN0BATENS, I0Ka3aTh €EMY, UTO €T0 JECHUCTBUS OLIECHUBAIOTCS HETATUBHO, MOJAAEPKAaTh
KEPTBY, KOTOPOH HY)KHA ICHXOJIOTMYECKash IMOMOIb, COOOIIUTh B3pOCIBIM O (akTe
arpeCcCUBHOTIO MOBEICHUS B CETH.

MooOniabHbIN TesieoH

CoBpemeHHbIe CcMapT(OHBI U TUIAHIIETHI COJEpPXKAT B cebOe BIOJHE B3POCIbIN
(GyHKIMOHAJ, W TeNeph OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMH KOMITHIOTEPAMHU.
OpnHako, cpeaCTB 3alUTHI JJIs MOJOOHBIX YCTPONUCTB MOKa O4eHb Majio. TecTupoBaHue U
MOUCK YA3BUMOCTEW B HMX MPOUCXOAUT HE TaKk MHTEHCUBHO, Kak s IIK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX MPUJIOKCHUH.

COBpeMCHHLIG MOOMJIbLHBIE 6pay3ep51 YKC TIPAKTUYCCKHU JOTHAJIM HACTOJIbHBIC
dHAJIOTH, OJHAKO PaCHIMPCHUC (bYHKHI/IOHaJ'Ia BJICUET 3a COOOM 6OHLIHy1-O CJIOKHOCTb H

MCHBIIYIO 3aIUIIICHHOCTD.

,HEUIGKO HC BCC TIIPOU3BOAUTCIIN  BBIITYCKAIOT O6HOBHCHI/ISI, 3aKPbIBAOIINEC
KPUTHUYCCKUC YA3BUMOCTH AJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI /I 0€30MacHOCTH MOOMIIBHOTO TelieoHa:

Huuyero He sBisSETCS IMO-HACTOAIIEMY OeCIUIaTHBIM. Byab OCTOpOXKEH, BeIb KOTIjia
Tebe TpeiararoT



OeCIUIaTHBII KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexxae yeM otnpaBuTh SMS, ¢orto mnu Buaeo. Tol TOUHO 3HaelIb, Il
OHM OyAyT B KOHEUHOMHUTOrE?

Heo0xonumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY
TBOETo cMapTdoHa; Mcnons3yit aHTUBUpPYCHBIE
OpOrpaMMBbl JJisi MOOMIJIbHBIX TeJIe(OHOB;

He 3arpy>1<aﬁ IMPUITOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCIb OHHU MOTYT
COACpKaTb BPCAOHOCHOCIIPOTPAMMHOC O6€CH€‘ICHI/IC;

ITocite TOro Kak Thl BBIAAEIIH C CaiiTa, I'/ie BBOAWI JMYHYI0 HHPOPMALUIO, 3aiI1 B
HACTPOMKHU Opay3epa uyaanu COOKies;

[lepuoanyecku npoBepsiid, KAKUE IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOil HOMEep MOOMIILHOTO TesieOHA TOJIBKO JIFOISIM, KOTOPBIX Thl 3HACIIIb U
KOMY JioBepsieliib; Bluetooth nomkeH ObITh BBIKITIOYEH, KOT/Ia Thl UM HE MOJIb3YCIIbCS.
He 3a0bIBait mHOT1a IPOBEPSITH ITO.
Online urpsI
CoBpeMeHHbIE OHJAWH-UTPBl - 3TO KPACOYHbIC, 3aXBATHIBAIOIIME pa3BICUCHUS,
OOBEUHSIONINE COTHU THICAY YENIOBEK MO Bcemy Mupy. Urpoku uccneayroT NaHHBIH UM
MHUp, OONIAIOTCS APYr C JOPYroM, BBIONHSIOT 3aJaHusl, CPAXKAIOTCS C MOHCTpaAaMHU H

MOJIy4YaloT ONBIT. 3a YJOBOJBCTBUE OHM IUIATAT: MOKYMAKOT AUCK, OMIAYNBAIOT a0OHEMEHT
WJIM TIPUOOPETAIOT KaKKe-TO OMIIUU.

Bce 3Tn cpenctBa mayT Ha MOAAEPKAHWE W Pa3BUTHUE WIPBI, a TAaKXKE Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AINH, BBITYCKAIOTCS HOBBIC MATYU

(g poBbIe 3aIIaTKA ISl TPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTouT OoImacaTbCa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaiK1
TBOCTO IIapOJIsd, HA KOTOPOM OCHOBaHAa CUCTCMaA aBTOPU3alINH OOJBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:



1. Ecmu apyro#i urpok BemeT ceOs IUIOXO0 WM CO3/1aeT TeOe HETPUATHOCTH,
3a0JIOKHpPYH €ro B CIHUCKEHUTPOKOB;

2. IToxanyicsa agMUHUCTpATOPaM UIPbI HA ILUIOXO€ IIOBEACHUE 3TOT0 UIPOKA,
YKEJIATEJIbHO IIPUJI0KUThKaKUEe-TO J0KA3aTeJIbCTBA B BUAE CKPUHOB;

3. He yka3piBaii mruunyto nH(MOpMaIuio B mpodaiiie urphl;
4. YBaxxall Ipyrux y4aCTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(uMaNbHbIE TATYX U MOJIBI;

6. IcTionb3yH CIIOKHBIE U PAa3HbIC MIAPOJIH;

7. Jlaxke BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka ThI Urpaemis,
TBOW KOMIIBIOTEP MOTYT3apa3uTh.

OUINUHT WA Kpaka JUYHbIX JAaHHbIX
OObIuHOM Kpa>1<el71 ACHCT U JOKYMCHTOB CCTOIHS Y>KC HHUKOIo HC YIHWBHIOb, HO C

Pa3BUTHEM WHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA TEPEMECTHIINCh B HMHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCS "TIOOUMBIM" JIEJIOM.



Tak mosiBMIIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DHINUHT, TIaBHAS
[eJIb KOTOPOTO COCTOUT B TIONYYCHUU KOH(DHUICHIMATBHBIX IaHHBIX IOJB30BATENCH -
JIOTHMHOB W mapoJjei. Ha anrnmiickoM si3bike phishing uynraercs kak ¢umuar (ot fishing -
pBIOHAs JIOBIIS, PASSWOrd - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUILIMHTOM:
1. Cnequ 3a cBouM akkayHTOM. Ecau Tbl mojo3peBaelib, YTO TBOsSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JI0KUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00

9TOM KaK MOKHO CKOPECC;

2. I/ICHOHBSyﬁ Oe3omacHbIe B€6-CaﬁTBI, B TOM YHUCJIC, MHTCPHCT-MAIr'da3MHOB 1
ITOUCKOBBIX CUCTCM,

3. icnionb3yil CIIOKHBIC M pa3Hble maposn. TakuM o0pa3oM, eciid TeOs B3JIOMAroT, TO
3J0YMBIIIJICHHUKH TOJydYaT JOCTYIT TOJIBKO K OJHOMY TBOEMY IPO(HIIIO B CETH, a HE KO
BCEM;

4. Ecnu 1ebst B3OMalid, TO HEOOXOAMMO TPEIyNpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIC J100aBJIeHBl y T€OSI B APY3bSX, O TOM, YTO TeOS B3JIOMAIM H, BO3MOKHO, OT
TBOETO UMEHHU OY/IET PacChlIaThCs ClIaM U CCHUTKU Ha (DUIIWHTOBBIE CATHI;

5. YcTaHoBu HajexHbIl apoib (PIN) Ha MoOuiIbHBI TenedoH;

6. OTKITIOYM COXpaHEHHE MMapoiisi B Opay3epe;

7. He oTkpbIBail ¢aiiael U Jpyrue BIOXKEHUS B MUChMaX, JaKe €CJIM OHU MPHUIIUIA OT
TBOMX Jpy3eil. JIydie yTouHu y HUX, OTIIPABIISUIH JIK OHU TeOe 3TU (haiJibl.

u¢posas penyranus

[udposas penmyTtainus - 5T0 HETaTUBHAS WX MTO3UTHUBHASI HHPOPMAIIHS B CETH O TeOe.
KommpomeTupyromas wHpOpManus, pa3sMenieHHas B HWHTEPHETE, MOXET CEpPhE3HBIM
oOpa3oM oOTpa3uTbcs Ha TBOeH peanbHOUW ku3HU. "llmdpoBas penyramms" - 3TO TBOWM
UMUK, KOTOPBIN (hopMupyercs n3 uHpopManuu o Tebe B HHTEpHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IMIOJIOKEHUE, OCOOCHHOCTHU
XapaKTepa U PaccKasbl 0 OJU3KUX - BCE ATO HAKATUIMBAETCS B CETH.

MHorue noApoCTKH JErKOMBICIEHHO OTHOCSITCSI K MyOJMMKalMK TUYHON HH(pOpMaLuu



B MlHTEpHETE, HE TOHMMAs BO3MOXKHBIX MOCIASACTBHI. ThI Jake HE CMOXKEIIb JOTaIaThCs
0 ToM, 4To QoTtorpadus, pasMeNIeHHas 5 JET Ha3aj, CTajlla MPUYMHONW OTKa3a MPUHATH
TeOs1 Ha paboTy.

KommenTtapuu, paszmMenieHue TBoux Qororpaguii u Apyrue AEUCTBUS MOTYT He
HCUYE3HYTh JaXKe II0CIe TOro, KaK Thl UX YNAJIUIIb. Thl HE 3HACUIb, KTO COXPAaHUI 3Ty
MH(pOpMaIMIO, MI0NIaJIa JIM OHA B TIOUCKOBBIE CUCTEMBI U COXPAHMIJIACH JIM OHA, a IVIABHOE!
YTO MOAYMAIOT O TeOe OKpyKaloulue JI0JU, KOTOpble HaWayT W YBUAAT 3To. Haiitu
UH(GOPMALIMIO MHOTO JIET CITyCTsI CMOKET JIH000M - Kak U3 J0OphIX MOOYXKACHHUM, TaK U C
HaMEepeHUeM MPUUYUHUTH Bpel. ITO MOXKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI 10 3aIUTE UPPOBON peryTaLUNU:

1. I[Tomymaii, mpexxe 4eM 4To-TO MyOJUKOBATh U NepeiaBaTh y ceOs B OJI0Te WIN B
COIMAJILHOM CETH;

2. B HacTpolikax npoduisi yCTaHOBU OTpPaHUYEHUSI HA MPOCMOTP TBOETO NMpoduiis u
€ro COAEpP>KUMOT0, clIeNail ero ToiabKo "1 apy3en";

3. He pa3smernaii v He yka3bIBaii HH(GOPMAITUIO, KOTOPas MOXKET KOTr0-TH00 OCKOPOJISATH
WA OOVKATh.

ABTOpCKOe NPaBo
CoBpeMeHHBbIE NIKOJBHUKK - AKTHUBHBIE IMOJIb30BaTeNd IMGPOBOrO0 MPOCTPAHCTBA.

OpmHaKo NaJeKo He BCE 3HAIOT, YTO IMOJIH30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO
Mupa TpedyeT coOI0IeHHs TTPaB Ha MHTEIICKTYaJIbHYI0 COOCTBEHHOCTb.



Tepmun "UHTEIIEKTYyallbHAsi COOCTBEHHOCTh' OTHOCUTCS K Pa3IMUHBIM
TBOPEHMSIM YEJIOBEYECKOr0 yMa, HAaUMHAasi C HOBBIX M300pPETEHUI U 3HAKOB,
0003HaYyalOUX COOCTBEHHOCTh HA NPOAYKThl U YCIYI'HM, M 3aKaHUMBAs
KHHUTaMH, doTorpadusmu, KUHO(UIBMaMU U MY3bIKAIBHBIMHU
POU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb
Ha MPOU3BEACHUS HAyKH, JIMTEpaTypbl M HCKycCcTBa. ABTOpPCKHE IpaBa
BBICTYIIAIOT B KAYECTBE TAPAHTUU TOTO, YTO MHTEIIEKTYaJIbHbIN/TBOPUECKUI
TPy aBTOpa He OyJIeT HampacHbIM, JACT €My CIpPaBEeJIMBbIE BO3MOKHOCTHU
3apaboTaTh Ha pe3yJbTaTaX CBOEro TPyJa, MOIYYUTh H3BECTHOCTb U
npusHaHue. HukTo 6e3 paspelieHrs aBTopa He MOKET BOCIIPOU3BOIUTDH €0
POU3BEICHHUE, PACIPOCTPAHSTh, MyOJIUYHO TEMOHCTPUPOBATh, MPOIABATH,
UMIIOPTUPOBAaTh,  IyCcKaTb B  MPOKAT,  MyOJUYHO  HCHOJHSTH,
MOKa3bIBATh/UCIOIHATH B 3(upe win pa3meniars B MIHTepHere.

Hcnonb3oBanue "mUpaTcKoro'" MPOrpaMMHOTO OOECHEYEHHUS] MOMXKET
NPUBECTH K MHOTMM pHCKaM: OT MOTEPH IJAHHBIX K TBOMM AaKKayHTam J0
OJIOKUPOBKM  TBOEr0  yCTPOMCTBA, TIJA€ YCTaHOBJIEHa  HeJerajbHas
nporpamma. He crouT Taxke 3a0bIBaTh, 4TO CYLIECTBYIOT JIETaJbHbIE U
OecriaTHbIE IPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nopraJe

CereBuuok.pd - TBOU TIaBHBIM COBETYUK B CETHU. 3/I€Ch Thl MOKEIIh
y3HaTh O O€30MaCHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM SI3BIKOM, a TNPHU
BO3HUKHOBEHUHU KPUTUUYECKON CUTYyaIlM OOpPATUTHCS 32 COBETOM. A TaKxke
NPUHSTH YYaCTUE B KOHKYPCAaX U CTaTh CAaMbIM IIU(PPOBBIM I'PaKJaHUHOM!



